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        -version 1.5 

 

Are you using the latest version of this how-to? Newest versions are available 

on my website   http://woodel.com  
 
 
*Version numbers are located at the top right of this page 
 
 
Setting up a Wireless Router (basic) : 
 
 
I hope you will find this how-to helpful. I will try my best to respond via email at 
kevinthecomputerguy@gmail.com  if you have questions, I will try my best to respond to all of them, but please 
try my Blog first (There is a link to it on my webpage) With any luck that will turn into a knowledge base. My 
stuff will always be free for personal use, but if you would still like to contribute, you can donate money 
towards this, or one of my other how-to’s, at my homepage  http://woodel.com  
 
 
 
 
The following print screens will look different than your screens at home, depending on what router and what 
firmware you have loaded. 
 
 
 
 
 
 
 
 
 
 
Open Internet Explorer, from a wired computer, and type the default IP of the router, usually         
http://192.168.1.1. 
 
* Your computer will need to be on that same subnet, 192.168.1.xxx. 
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Let’s give the router a unique name, this name isn’t very important, and is not the wireless SSID. 
 
Let’s change the default IP of the router… anyone who knows anything about wireless routers will drive up and 
down your street trying to access (192.168.1.1) (192.168.1.2) (192.168.0.1) (192.0.0.192) and (192.168.2.1) as 
these are the default IP’s for all the major brands or wireless routers. 
 
(remember) if you change the subnet to .2.200… you need to change your computers IP address to a .2.xxx to 
be able to get back in. you will have to do this manually, as we haven’t got to the DHCP server configuration 
yet. 
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Let’s configure the DCHP server… make sure to leave some room for static IP’s just incase you want to use 
some. 
 
If you give this lots of thought… you can tell by a computers IP address, how it’s connected to your network. 
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If you have a DDNS service account, this tab enables your router to update its DCHP address to a desired 
hostname on the internet. 
 
If you own a domain like kevin.com, you can do anything *.kevin.com. In this example my routers name is 
always going to respond to home.kevin.com no matter what my ISP changes my IP address too. 
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Mac address cloning… this is almost always the problem when someone needs help getting their router 
working. Using MAC address clone, you clone your PC’s MAC address, and your modem cannot tell there is a 
router in place. 
 
Almost all ISP’s only allow one MAC address to connect to your cable \ DSL modem. If it see’s a new MAC 
address, it will usually stop working. 
 
If this happens, unplug everything from the cable \ DSL modem for 5 minutes. Then plug in the power… wait 
two minutes, plug in the COAX… wait two minutes… plug in the Ethernet… wait two minutes. That should 
clear the MAC address the modem learned. 
Make sure your router is set to clone the MAC address before plugging it back in. 
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Let’s open it up… then lock it down. 
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This next step is an advanced step, and not needed as part of your basic setup, you can skip this page and come 
back to it later. 
 
 
- Using Port Forwarding, you can access your computers from outside your network, even though they are 
behind your firewall, and have private non-routable IP address  
 
- This is where static IP address comes in handy. 
 
- For remote desktop to work on different ports, you have to change a registry setting on the individual PC you 
want to remote desktop. 
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Let’s setup your wireless 
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Let’s setup your Wireless security (encryption)  
 
It’s very important to encrypt your data, as these packets can be seen by anyone, so make sure you encrypt 
them. 
 
Some clients don’t do WPA2 \AES yet, so use WPA Pre-Shared Key \ TKIP for now. But remember to upgrade 
to WPA2 \ AES as soon as all your wireless clients can support it. 
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Let’s setup MAC address restrictions. Choose to “Permit Only” MAC address you have specified. This is for 
wireless only. 
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Want to keep your kids off the internet while you’re at work? 
Use the Access Restriction tab. 
 
 

 
 
 
 
 
 
That’s it… your all set up, enjoy. 
 
*Don’t forget to enable https when you’re done 
 


